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CYBERSECURITY IN AFRICA



Source: International Telecommunication Union, 
Global Cybersecurity Index (GCI) 2018, page 8

The Global Cybersecurity Index
• A composite index of 25 indicators to 

benchmark country commitment against the 
5 pillars of the Global Cybersecurity Agenda 
(GCA)

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf


The Global Cybersecurity Index (2020)

Source: International Telecommunication Union, Are African countries doing enough to ensure cybersecurity and Internet safety? (January 9, 2021)

Regional average GCI scores

Africa’s average scores per pillar
(out of 20 points)

https://www.itu.int/en/myitu/News/2021/09/01/06/54/Are-African-countries-doing-enough-to-ensure-cybersecurity-and-Internet-safety


Top GCI Performers/Model Countries

Source: International Telecommunication Union, Are African countries doing enough to ensure cybersecurity and Internet safety? (January 9, 2021)

GCI scores by country

https://www.itu.int/en/myitu/News/2021/09/01/06/54/Are-African-countries-doing-enough-to-ensure-cybersecurity-and-Internet-safety


IMPACT TO ECONOMIES



Cyber Attacks that Crippled a Nation 
(or more)

Image Source: Wikipedia Mass Media in Liberia, Wikipedia Petya (malware), Wikipedia Port of Cape Town

Bloomberg: Cyber Attack Harms Key African Port 
Network Hitting Citrus, Cars (2021 event)

BBC: Briton who knocked 
Liberia offline with cyber 
attack jailed (2016 event)

Wired: The Untold Story of 
NotPetya, the Most 
Devastating Cyberattack in 
History (2017 event)

https://en.wikipedia.org/wiki/Mass_media_in_Liberia
https://en.wikipedia.org/wiki/Petya_(malware)
https://en.wikipedia.org/wiki/Port_of_Cape_Town
https://www.bloomberg.com/news/newsletters/2021-07-28/supply-chain-latest-cyber-attack-hobbles-major-african-port-network
https://www.bbc.com/news/uk-46840461
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/


POLICY RECOMMENDATIONS



Cybersecurity
• Develop and institute cybersecurity and privacy 

laws, regulations, policies, strategies, response 
plans

• Conduct annual cybersecurity assessments
• Secure internet-connected devices/systems  
• Increase infrastructure resiliency
• Capacity-building, training, and education
• Develop national Computer Emergency 

Response Team (CERT) and a cybersecurity 
agency/department

Source: The Brookings Institution, Cybersecurity in 
Africa: Securing businesses with a local approach with 
global standards (June 4, 2018)

https://www.brookings.edu/blog/africa-in-focus/2018/06/04/cybersecurity-in-africa-securing-businesses-with-a-local-approach-with-global-standards/


Trade
• Participate in Trade exchange efforts and work with cybersecurity businesses 

with a cultural understanding of Africa landscape
• Critical to have a partner who understands cultural landscape, challenges, 

opportunities, etc

• Update multilateral and bilateral trade agreements to include strong IP, privacy, 
and cybersecurity protections

• Engage in digitization efforts via African Union forums for scaling investments 
and resources, strengthening coordination, and regulating sectors 

• Ratify the African Union Convention on Cybersecurity and Personal Data 
Protection (Malabo Convention)

• Protocol on Cybersecurity in International Arbitration
• Important to protect Intellectual Property (IP) and sensitive commercial information 

during arbitration/court proceedings



Source: Center for Strategic & 
International Studies (CSIS), Digital 
Africa: Leveling Up through Governance 
and Trade

Missing Clauses: 
Digital Provisions in 
African Trade 
Agreements
• The following matrix 

compares digital clauses 
across 6 trade agreements 
that sub-Saharan African 
countries are signatories.

https://www.csis.org/analysis/digital-africa-leveling-through-governance-and-trade


Trade Visit Exchanges

CASE STUDY*: 

• South Africa is a frequent target by cyber-criminals
• In 2019, SA experienced a 20% increase in digital banking incidents
• Through US Trade and Development Agency (USTDA) Access Africa 

program, SA regulators and bank representatives met with US 
cybersecurity firms

• The exchange fostered stronger connections and information sharing  

* https://ustda.gov/success_story/cybersecurity-for-south-africa/

https://ustda.gov/success_story/cybersecurity-for-south-africa/
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https://www.brookings.edu/blog/africa-in-focus/2018/06/04/cybersecurity-in-africa-securing-businesses-with-a-local-approach-with-global-standards/
https://www.brookings.edu/techstream/how-african-states-can-improve-their-cybersecurity/
https://www.csis.org/analysis/digital-africa-leveling-through-governance-and-trade
https://africacenter.org/spotlight/africa-evolving-cyber-threats/
https://issafrica.s3.amazonaws.com/site/uploads/ar-29.pdf
https://www.africanews.com/2021/09/08/cybercrime-a-barrier-to-africa-s-thriving-digital-economy/
https://www.bakermckenzie.com/en/insight/publications/2021/06/africa-cybersecurity-data-protection-law
https://www.arbitration-icca.org/icca-reports-no-6-icca-nyc-bar-cpr-protocol-cybersecurity-international-arbitration
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
https://ustda.gov/initiatives/access-africa/
https://www.prosperafrica.gov/


https://www.wcaps.org

https://www.wcaps.org/
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